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This report answers common questions CPAs may 
have as they consider making the transition.

By Lea Hart

What to know before you 
commit to the cloud
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guaranteed. You can even eliminate data entry 
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The result: a highly prof itable, no-hassle payroll 
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Automated payroll processing for accountants

Our payroll processing time
has been reduced by 75%.

— Zahid Rupani, CPA

*From a February 2016 survey of Payroll Relief customers. Improvement based on
number of payroll clients, decreased processing time, and/or increased prof its.
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65% of Payroll Relief users saw at least a
25% improvement in their payroll practice*.

To learn more, attend our “Profitable Payroll” webinar.
Register at PayrollGrowth2016.com
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These days, talk of cloud computing is 
everywhere—in the news, in the work-
place, and at home.

Cloud computing has its pros: It allows smoother inter-
action and sharing of information between business and 
client, or among employees, for example.

It also has its cons: Despite vendors’ security mea-
sures, large data breaches still spark security worries.

As many make the transition to cloud computing, 
others still worry about whether it’s the right decision. 
For some, even basic questions remain unanswered. 
This report takes a deeper look at cloud computing, ad-
dressing common questions and misconceptions CPAs 
may have as they consider making the transition.

WHAT IS THE CLOUD?
Depending on whom they ask, CPAs sometimes get 
different definitions for “cloud computing.” Jim Boomer, 
CPA/CITP, the CEO of Boomer Consulting Inc., de-
scribed it in simple terms: “putting data in systems 
outside your organization.”

Instead of all the computer hardware and software 
you’re using sitting on a desktop or inside the company’s 
network, some or all of it instead resides in a secure, off-
site location and is usually accessed over the internet.

Cloud computing is not one-size-fits-all. In fact, 
there are three types of clouds: public, private, and 
hybrid. The public cloud consists of servers run and 
hosted by third-party entities that provide services and 
handle data for multiple customers, not just your com-
pany. A private cloud consists of services and servers 
accessed via a private network, which means your 
company is the only one with information and data on 
that network. 

A hybrid cloud uses a mix of on-site, private, and 
public cloud features. For example, your computer 
might be connected to the server in your office, where 
you would save data—which can have faster transfer 
rates. That server would sync with the public cloud in 
the background. If you’re away from your computer, 

you can still pull that information from the cloud as 
needed with other devices.

Most sole practitioners or small practices use the 
public cloud, said Jim Bourke, CPA/CITP/CFF, CGMA, 
partner at WithumSmith+Brown. The public cloud is 
usually the easiest way to move onto the cloud, and 
some practitioners may already be using it without real-
izing that’s what they’re doing. 

For instance, users of software as a service (SaaS), 
which involves licensing software on a subscription 
basis where the software is centrally hosted and then 
accessed by users through a web browser, are in fact 
using the cloud.

“Hosted solutions” also are considered part of the 
cloud, according to Donny Shimamoto, CPA/CITP, 
CGMA, managing director at IntrapriseTechKnowlogies. 
These can include software, servers, or even desktop 
services, and accessing them usually requires a virtual 
private network connection or specially configured client 
software.

Many CPAs also store information such as accounting 
system data, documents, and client files in the cloud.

“It’s hard to not pay attention to the cloud. It’s all 
over,” Boomer said.

That said, misconceptions about the cloud still exist.

IS MY DATA MORE SECURE IN MY OFFICE OR IN 
THE CLOUD?
Relatively recent data breaches at major retailers, banks, 
and other companies have made headlines—and caused 
some CPAs to hold on tight to their files in a storage room 
or on an office server. In fact, security is probably the top 
concern causing CPAs to avoid the cloud.

“They feel if they can see the data, or see the server, 
then it’s safer there,” Bourke said. “Nothing could be 
further from the truth.”

Large data breaches make the front page. What don’t 
make the front page, Boomer said, are data thefts at a 
single firm. They do happen, and a CPA’s office can’t 
offer the same security as cloud vendors that invest 
heavily in security because it’s their livelihood.
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CPAs do need to be aware of data breaches and 
do their due diligence in selecting a cloud vendor. But 
keeping files in your office doesn’t eliminate risk. 

“[Cloud] companies invest millions in secure file serv-
ers,” Bourke said. “But your file room—is it locked? Is 
the door closed? Does it even have a door?”

Assuming you select a larger, vetted vendor, your 
data will be 100 times more secure, Shimamoto said.

“If they have a security breach, all of their clients are 
at risk,” he said. “So they’re going to do their job.”

Yet cloud vendor systems are only as secure as 
the security practices that a CPA follows. Using weak 
passwords, falling victim to phishing scams, and other 
missteps by employees will put the firm’s data at risk.

Even if you keep your files in-house, Boomer said, 
the real risk is your people.

“If you don’t have your users trained and being dili-
gent in that area, it’s all for naught,” he said.

ARE CLOUD COSTS HIGHER OR LOWER THAN 
USING IN-HOUSE RESOURCES?
Popular opinion is often split over whether moving to 
the cloud saves CPAs money. The experts, meanwhile, 
have reached a consensus that moving isn’t necessarily 
cheaper. Shimamoto’s research indicates that using the 
cloud can sometimes actually cost more.

That said, the cost/benefit analysis shows the cloud 
may be worth those extra dollars. Instead of you won-
dering when you’ll have to pay for upgrades in your of-
fice, the cloud vendor is now responsible for upgrades.

Another consideration is that file security isn’t part of a 
CPA’s job training. By moving to the cloud, Bourke said, 
you’re paying the experts to do what they do best and to 
invest their money into making sure your files are secure.

Boomer, whose company moved to the cloud more 
than five years ago, said his costs shifted more than in-
creased. Where the firm once invested in infrastructure, 
it now invests in enabling tools associated with using 
the cloud, such as increased and redundant bandwidth.

The upside to a cloud investment is the ability to 
better predict your technology spending. Most cloud 
services operate on a subscription billing system, allow-
ing for a regular, predictable bill each month and year, 
Boomer said.

“Going to the cloud, the cost is the same, it’s just 
equally distributed versus ups and downs,” Bourke said.

WILL EVERYTHING I’M USING INTEGRATE IN THE 
CLOUD?
Cloud integration, meaning configuring applications 
to share data in the cloud, is still a work in progress, 
Boomer said. But cloud providers are working to build 
cloud ecosystems to better integrate data.

The key, Boomer said, is looking for a cloud provider 
that uses an open strategy. This means the provider is 
willing to build a solution if two apps you’re using can’t 
communicate with each other in the cloud, or that the 
provider is willing to connect to third-party apps to make 
those connections.

“In our profession, some core apps aren’t there yet,” 
Boomer said. “That’s a limiting factor.”

He said the limits come in the areas of tax and audit. 
Tools are coming on the market for these areas; howev-
er, most aren’t 100% SaaS, or if they are, they still lack 
that open strategy toward integration, Boomer said.

A cloud host taking care of the integration can make 
your life easier. But being dependent on someone else 
also can cause hassles.

SO SHOULD I MOVE TO THE CLOUD?
Boomer said his clients have four main drivers in moving 
to the cloud. Security, for the reasons already dis-
cussed, is No. 1.

Disaster recovery and backup runs a close second. 
In the event of a major crash or damage to your facili-
ties, you know your data are somewhere else and you 
can access them. Moving to the cloud also allows the 
CPA to focus on his or her core business, instead of 
having to spend time worrying about infrastructure. 

Finally, moving to the cloud increases the ability to 
do work anywhere, anytime. The cloud is available 24 
hours a day, regardless of where you are or what device 
you’re on. That’s a plus in an era when telecommuting is 
ever more popular. 

Are there drawbacks? Boomer noted it’s possible to 
feel a perceived loss of control in using the cloud.

Take downtime, for example. Whether an inter-
net outage affects a vendor’s data center, or vendors 
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QUESTIONS TO ASK A CLOUD VENDOR

schedule downtime for periodic maintenance (often dur-
ing off hours), downtimes usually don’t last more than a 
few hours. 

However, vendors will sometimes offer billing credits 
for unscheduled downtime. When negotiating a contract 
with a vendor, it is acceptable to push for guaranteed 
levels of uptime, Boomer said.

“You’re dependent on the solution provider,” he said. 

“Downtimes are less than they generally are internally, 
but they feel longer because you’re not doing anything 
except waiting.”

The 24-hour access the cloud provides, as well as 
ease in collaborating with staff and clients, makes it a 
no-brainer for Bourke.

“If I started a practice today, it would be 100% in the 
cloud,” he said.   n

CPAs need to conduct proper due diligence before 
making a move into the cloud. Asking cloud vendors 
some key questions, such as the ones below, can 
prevent headaches later on. 

WHAT IS THE VENDOR’S REPUTATION?
Check the vendor’s reviews, online or otherwise, 
and look for any independent security, financial, or 
other assessments of the vendor. Ask the vendor to 
provide references. 

Jim Boomer, CPA/CITP, the CEO of Boomer Con-
sulting Inc., suggested having a data security profes-
sional review the provider’s security policies.

Donny Shimamoto, CPA/CITP, CGMA, managing 
director at IntrapriseTechKnowlogies, suggested asking 
vendors if they work with other CPA firms and if they 
have experience with the types of software CPAs use.

HOW DOES THE VENDOR HANDLE PROBLEMS 
SUCH AS BREACHES AND DOWNTIME?
If there were a data breach, when and how would the 
vendor let you know? For instance, a vendor may 
not necessarily notify its users of every breach. Ask 
what degree of breach it takes to be notified and how 
quickly users are notified.

Also ask how the vendor handles downtime. 
Fortunately, downtimes usually don’t last more than a 
few hours, and many vendors offer a billing credit for 
an unexpected outage. Push for a minimum guaran-
teed level of uptime, Boomer said. 

WHO OWNS THE DATA?
It’s your information that you’re putting in the cloud, 
so it must belong to you, right? Not necessarily, the 
experts said.

Jim Bourke, CPA/CITP/CFF, CGMA, partner at 
WithumSmith+Brown, said certain vendors do take 
ownership of the data. Talk to potential vendors about 
this issue and find out what happens to the data if you 
part ways. Ask if you can get the data back and how 

easy it is to do that or to move to a new server.
If you can get your data back, will it be in the 

same format? In some cases, vendors store data in a 
proprietary format, Bourke said.

IS THE CLOUD-BASED SERVICE HOSTED ON ITS 
OWN SERVER?
Sometimes, vendors don’t own their servers. It’s 
worth checking into this as you make a decision. Also 
check on where those servers are located. You may 
have regulatory compliance issues that require the 
data to be stored in the United States.

WHAT ARE THE CUSTOMER SUPPORT AND DATA 
BACKUP POLICIES?
Boomer suggested asking if the vendor offers 24-
hour phone support, versus online support or user 
forums. Check into vendor response times as well. 
Will a different level of risk or importance result in a 
shorter or longer response time?

Also ask if a vendor backs up its data, and how 
often, and how long it stores those backups.

WHAT ARE THE VENDOR’S PRICING AND 
CONTRACT TERMS?
Vendors may offer different levels of service or vari-
ous pricing plans. For example, there might be fixed 
or incremental pricing for storage, bandwidth, or the 
number of users, according to Boomer. If the vendor 
uses incremental pricing, check for fees associated 
with overages, as well as how easy it is to switch 
service levels or plans.

If you want clients to access the cloud-based ser-
vice directly, that may need to be negotiated. There 
may also be extra charges for backups, restoring 
data, or other services.

Finally, check on the terms of your contract. Are 
you committed to a certain length of time? Also check 
if your contract renews automatically and how much 
notice you must provide to terminate the agreement.
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